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S3CURITY is defined as "precdom from exposure to danger's 1% is eossential
o *ne conduct, of any Intelligence Organization. Tt must be maintained and
. vb}cied oontinuously,:for when it is once lost it is lost fqrever.
. ,<IT{ is not a condition thav can exist partially--it nus® be cgmpléte.

SOUURLITY is easily losts Any employee of Strategic Services Unit, is in

a osition to and can become responsible for jeopardizing the value of the

enormous amnuul of study and euneryy that has beon spent and will be spent

collectively Ly the mombers of the Unit. Any employee mey open the door through

which vital information may fall into the hands of foreipn powers., Any employee

.

may endanger the operations and the 1ives of members of this Uait who are in
the field.
The American pcople have rarely been made conscious of the need for

SROURITY, Danger is unknown to most of us in the sense of the word that

1

S

it is known to the people /% Turope and Asila, T¥e huave had so much personal
1iberty that we heve taken 1t for granted and many Americans did not recognize
the threats to personal libenty Irom Germany and Japan until the whole world
became insecure, That situation has been rectified but it now becomes even
xore imperative that we be at all times security conscious, We knew who aur
onemies were during the war, we do not now. Wo must assume that there are

some Fifty-two "possible" enemies seeking to penetrate us for vital information.

Self-dizcipline is the ossuqt al clement of success in the field of intellipgence.
Anyone of the people who are employed by This intelligence organization will
jeoparalze its success unless he or she learns the true meaning of self-discipline.,

The mewn and women who constitute S3U persennel must not prove  themselves inade~

quate, 1
' |

Over & great many years the Army and the Mavy have developod certain
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These rules are stringent. Disobedience receives severe punishment, = The
7

o

Security D1v1ulon, 88U, has drawn freely upon the long experience of the

Armed Services Iin formulating this set of regulations which are sasy and

i simple to follow. Every staff member must find the desire and character

to obey these regulations. If you do not understand the need for never .-

breaking an any SECURITY regulation, it is because your understanding of the

nature of the work of SSU and of Security is limited,

Real SECURITY can result only from the continuouély sustained efférts
of each individual, Security enforcémeﬁt by the Security Office and by
guards can never bring to the unit any fraction of the SECURITY which can
| be established by a constantly thoughtful, coopsrative and consqiéntious
security‘attitude on the part of eaéh-employee.

SECURITY REGULATIONS

l. DPersonal Security is simply & matter of habit; the habit/of dis-

cretion and care which has become second nature through constant usage,
Insecurity is therefore plain carelessness, A considered indiscretion

would be. treachery, not insecurity, It is the responsibility of each in-

25X1A%9a

dividual to train himsélf in seourity gnd secure procedures,

The most secure person is the one who does not seek orAwant to lnow
anything which does not concern the performance of his own duties. \This is
not easy, because the most importanf classificd items naturally cause the
most curiosity, "What you don't know won't hurt you" nor will it hurt the
work of SSU, If you do know something which actually happens to be none of

your business, it becomes a burden to you and an additional possibility of

danger to others,

The habit of Security must be thorough in all circumstances. Vhen

/74 E.

‘ -
forelgn powers are trying to obtain valuable information, it is certain that
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| Loe Lherefore, . . .s gr wiaid care in every day row .ne and conversatiou,
i . where danger is 1east apparent that makes for the greatest security.

2+ The first rule of personal Security is obvious. Hothing that is

learned within the office should be discussed outside the office, That is %o

1 ey

say, discugs business within official SSU office spéce only. Your greatest

: efforts to spéak,ooftiy when conversing with another member of SSU, either

. directly or b& implication, fegarding classifiod material in publio places-

such asrcafeterias,-ﬁusses, trolleys, or taxicabs, can‘néver Justify ﬁhe security
risk involved, No one can presume to judge what part of his knowledge is 1
portantaor secret; it is the small bits of seeminglyrharmless'information that
can be pieced togetﬂer'which are of value %o foreign powers, Do not be led

into a discussion of your work or of the personalitios of other individuals

in the organization. Lef your friends and aoquainténces consider .you a bore

on suoh subjects; let ﬁhem.think that your work is'not important. Po;sonol

Sl

V&nltj nas no place in such serious mork oi this nature.

r Nothlng should be done to arouse the cur1051ty of other people re-

25X1A0%a gardlng your own work or the work of our orgamzatlon._ If asked what type

of work Thp Unlt does, you maj use the stdtenent that the work is "the pre=

c e

paration of“war records:for the_War Departmont"”. If asked what you do,‘select

the kind of answer that will disoourage curiosity suoh as "flllnF ' "analys1s 5
SUenographlc work", or StaulSt;C> s whlchever flts your 1evel of employment.

4, The hablt of Seourlty nust be carrled out even on the premlues.

4 2 e

Casual dlscu531ons of offlce subgectg Wlth other mombers must be wholly dln~

K]

couraged, Your work and the plans of your branoh should be dlsogssed_only

with those who have a real part in(them,’

Y n | o

| }p% 5. Security in Office Routine. Since Security is a matter of habit,
| b - —— . .. . .
AN ‘ - I L B :

! ‘\% the offioe must be‘run upon & set routine which will insure Security. The

1 ?‘l)ll ‘ e N . g . . - R oo
Loty

‘i*i\‘ most 1mportant elemants are:
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wga"seoret",.and “"confidential” is of prime importance, Only a locked safe will

hriie W ST L

~..Approved For Relew000108l17 : CIA-RDP78-040074900100030002:81AL

(A) Telephpne. The presumption must be that every teleéhone conver-
sation is being overheard by unasuthorized persons, 'Top gocrct, secret and cone-
fidential material should neﬁer be discussed on the telephones MNo telephone
wires can be thoroughly protected, not even those carrying intoroffice oalis;

Telophone Conversations should be so puarded in tone, as to

eiiminate‘the Possibility of being overheard by unauthorized persons who may
be within the immediate arca. In answering the telephona merely say "Extension
123" and let the caller identifly himselfy I the éaller asks for someone not
on your extensien, answer, "I'm sorry you have the wrong numbor", ﬁﬁé‘hqng up-é
do NOT identify whé may be reached by your extension, If the person being
cglléd is-gut of_town‘answer by saying; "I'm sorry but he is out of the office"
or "He has gone for ths day," Do NOT furaish information to.unyone calling as

to the whereabouts of the Subject being culleds When in doubt as-to the identity

of a caller or-the propriety of his fgueations, return the call for verification--

always be cerbain with whom you are %alking.

(B) Documents, The safokeefping of documents classified "top secret",

provide Security,;and ciéssified documents (including secretariai.notes,'curbons,
and stencils whiéh contain-confidgntial_ana secret matter) are nét to bo put
in locked. desks, locked filing cabinets or any otzér suostltutu,';claSsified
documents must never be lelt unattonded except in a locked safe or Sufo typo
filing Cablnbt.- Jaturallj no cléselJlod material may aver be taken home ut
night.. Night work should be done in ;ho ofTice where this muterial can o
fully,proteéted.

quérllet the papers on which you ure working be read by an un-.r‘
authorized‘porsbntlehe habit of turning fhem‘face down on your desk is a good

ONGC e .
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serup, wnioh'will be. picked up and safeguurdod_ 25X1A

N

Rooms must not be lolt cmpty at any time during the working day..

L . If such a situation is unavoidablo, lock up all classified matorial in your

sulee- ‘ )

(C) Other Classificd Material, Remember that documents are not the

E only form of vital information, Cubles, tclegrems and mail aro often clussifiod
! . t . '.
bccause of:their contents,- Roulizo{ however, thot the noames wnd addresscs of
both sender and recciver may be equally important to conceal, Camuras ﬁ&&

carry films and films may convoy secrot informption. Mhps, charts;ibooks,

| | dictaphone recordé,-gtc. aro often secret or confidential, ﬁadios‘nﬁd othor
equipment may be sccfcﬁyin nature; all should be sgfeguarded in the office und

in tronsit with the samc zealous cars given to documents,

(D) Transmittal of all Classificd liateriales Regulations have boen

i~ laid down to maintaln the SECURITY of classificd mabterisl when it luaves your
office for any destination, whether snother office, anothér building, or znothor

citys, Whon in doubt consult those in authority in your Branch.

25X1A9a

It is the definite responsibility of cach Branch to control the
movement of all types of classified material in conformity with the best sccurity

practices,. The essentlal points in safoguarding classificd matoriel are:

{n) To maintain as a sccret both its existence and the information
it contains,.

(b) To make certain that it is handled only by officinl couricrs,

. ‘ ] o
or members authorized to handle it and accustomod . to thut type of rosponsibilitye.

(e) When it becomes unfeasible for such members to hendle classificd
material,. to use only the most sccure authorized alternantives in the form of
registered mall,-etcs

(d) To;make certain thut'all mail and packages containing clussificd
m&terMp*Mféd#érijéléa%@wemsiwne CIAYRDP78:0400TAT0090003000246
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H  sccret, are so dispatched as to maintain that secrecy.

4 i (¢) To maintain those records covering tho sending and receipt of
{ .

cach piece of classified material so that rosponsibility for its posscssion:

and safeguarding may be clearly undorstood by all at all timcsa

(E) Combinations to Safes should be carried in the hcad and not on papore
Combinations are rovealed te authorizod subordinates by the porson in chﬁrgo of
the office and’definite ?esponsibility for 1ockiné sach safe at the ond of the
day is 1odged with a purticuler custodian and alternuto whosc namos and addressos
are on file at the Security 0ffice, These custodians aro_rosponsibld for the
gafe and for the actions of the persons to whﬁm thoy may deiegute responsibility
for closing and opon;ng it.. If a safe 1s reportod insoourc at ony Hime or if
classified mﬁtofial is found exposcd in a room, it is the rosponsibility of tho
custodian to return to the office ot once and conduct an "on tho spot" investi-
gation;immediuteiy and to(cooperate with the Seourity Office in rbmod?ing the
violation regardless of the time of day or night at whiéh the violation is dis-

' covered. To assist in protecting the contents of safes always notify the

25X1A5a Security Office immediatsly _whop a safe is moved or its custodianship is
g changeds All combinations should be changed reasonably often and for any good
reason suoh as personncl shifts, On'roqucst, the Sccurity Division will changoe

combinations, o ' <

n

6. Building Sccuritye. It is imperative that all unauthorized persons
" be kopt_out_of the buildings.

(A) Idontification credentials. Iombers of this orgenization are

identified by their credentials. It is obviously‘mostiimportant that your croe

,\5 dontiqi should ndt,fall into improper hands, NWever allow anyono elgo to use
i E;‘ your credentiai. Do.not‘prinﬁ or write your namo or anything elso‘on your -
‘vé; identificatioh'cfeéontial. Exhibit it properly to the gudrd upon ontoring and
| \\} - )
Y TR GeR B REIGHSES080I0RT Y Cik-RDPTSOHE0T K680 00300267
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it conceuled at all times outside SSU Buildings, ‘This ié for your protaction
I and to.insuro & éafe identification systeme Surrender your badge to the Segurimy
i ; Division or building gudrd for safo-kceping if you are to bo uwmy.from your
: foico for an oxtonded period of time and/or beforo loa§ing the citys Your
| ecrodential muy be recovercd on your roeturn by visiting the Security Division.
| (B) vVisitors having official businegs fo traﬁsuct et SSU may cnter
i 8SU buildings.oniy by pbtaining;a visitor's ca;d, A viqitof should never be
left alone in an SSU office, N

(C) Identification in the Office, Always assurc yourself of the’

i identity of tho person ﬁith whom you are talkinge Any visitor in an offic:
should have identification which he can.exhibit. If such is lacking or does
not sdtisfy, call the Security Division.
(D) The Guards are under instructions to enforae Socurity Regulations
AN . : . ’ '
with firmness and courtesy, Thoese guhrds are in uniform and are doing their

dutye As our first line of defonse their standards must be kept high for the

benefit of our organization and all its employecs, You éan assist grcatiy by
’ ; inférming the Security Division wheonever any guurd is not sufficiently strict
25X1A9a | |
¥ or alert, Do not complain to the Security Division if when you break a rule
you inteﬁd to divert the issue by a discussion of the manner in whiéh.the guard
aéked you. to dé your duty, | |

(E)» Both building aﬁd office security are Jeopardized by open or
unlocked windows after office hours, or by failure to follow any of the other
common sense rules that spell good éooure housékeoping,‘

7y No individual shell be admitted to SSU buildings for the purpose of

pcrfqrmﬁﬁce of duty until he or she has been given full Security Approval by

¢

the Security Division,
i

8¢ Security Regulations, Tho Security Division issues rogulations, in~-
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Many ef them cover in dctail subjects merely mentidnod herein. If confronted
Nlth Securlty problem, consult your supprlor or in hls absoncc communlcato

j with your Branch Chiof or the Sccurity Div1sion.

25X 1A%
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